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         Unitrin is one of the nation's leading financial services providers. The Unitrin family of companies specializes in property and casualty insurance, life and health insurance, and consumer finance for individuals, families, and small businesses. 

       
   Among the brands in Unitrin's Property and Casualty Insurance business are Kemper®*, Unitrin Specialty, and Unitrin Business Insurance, which sell personal and commercial insurance through a network of independent agents. In addition, Unitrin Direct sells auto insurance directly to consumers. Unitrin's Life and Health insurance businesses bring a high level of personalized service to our customers. Fireside Bank finances pre-owned automobiles through the purchase of retail installment contracts from automobile dealers. We think that you should know that:
 

· We are a $3 billion financial services company with more than 6 million policies in force and $2.5 billion in annual premium revenues.

· Unitrin is a proud family of companies, employing over 8,000 associates and with over $9 billion in assets. 

· We have more than 146,000 contracts and loans outstanding totaling in excess of $1 billion in consumer finance receivables.

(Unitrin Corporate, 2008)
Unitrin Data Systems, Inc. 

Unitrin Data Systems is a division of Unitrin. The Data Systems division is the consolidated data services of all the Unitrin Companies. Unitrin Data Systems provides data and network services to all the Unitrin companies.

2   Problem Definition
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Really the problem is simple; Unitrin’s backup equipment is old and out of date. It is becoming an operational problem for not only the technical staff but for the line units as well. Replacement of the hardware is overdue; the only question is what strategy will we select for our ongoing operations.   
2.1 
The policy
[image: image8.jpg]


Unitrin Data Systems operational procedures require that all servers in the server farm be backed up fully weekly.  These procedures also require that in between each of the “full” weekly backups there are to be daily incremental backups. These Incremental backups are necessary to preserve changes made during the week but between the weekly “full” backups. 
These procedures indicate that the weekly backup tapes are to be shipped to off site secure storage for a period of four weeks. Differential backups are stored on site for a period of six days and overwritten after a “full” backup occurs. This procedure ensures there are four full backups of each server in archive and available for disaster recovery. 
2.2    The Current Implementation

Currently this process is being handled by five servers utilizing twelve magnetic tape backup drives housed in six libraries. These servers and attached devices require a backup window of approximately 30 hours to complete “full” weekly backup operations utilizing existing DLT tape technology. Current backup operational times being Saturday evening until Monday morning.
2.3     Operational issues to be addressed.


Current Issues with existing solution.
· Further expansion of server farm is going to require either additional backup equipment or expansion of backup window to accommodate expected growth. 

· The nature of tape media is error prone. Errors typically result in incomplete backups or unusable restore media. 
· Incomplete backups require either downtime during production time to rerun backup or forces noncompliance with established procedures. 
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Operationally each backup server is fully utilizing its available scheduling time. Failure of a drive forces backup window into production time for jobs residing on that server. 

· Failure of a server requires rescheduling of all jobs on that server to another server extending those jobs into production time. 

· Desire for business units increase production time is a further constraint on backup window availability. 
3. Analysis

Current configuration of Unitrin’s servers as stated was twelve drives; these drives are installed in 6 libraries with over one hundred slot positions for holding media. The dives themselves are Quantum DLT7000 drives which natively has a transfer rate of  5 Mb/Sec or 10Mb/Sec Compressed. Storage capacity per tape of 35 GB native or 70GB compressed giving a total backup capacity of 3.5 TB native or 7TB compressed. 
3.1 Tape based solution

Simply looking to speed up the processing of our backups we can look at the current tape offerings and find the following information about the drive transfer rates. We could then select the technology that provides higher transfer rate and higher capacity than we have in our libraries and seek out a product that incorporates that technology. 
	Drive
	Native Capacity transfer speed
	Compressed Capacity Transfer Speed

	LTO-4
	800GB at 120MB/s
	1.6TB at 240MB/s

	Quantum LTO3
	400GB at 245GB/hr
	800GB  at 490GB/hr

	DLT-S4
	800GB at 60MB/s
	1600GB at 320MB/s

	DLT 7000
	35GB at 5MB/s
	70GB at 10MB/s

	AIT-5
	400GB at 24MB/s
	1.04TB at 62.4MB/s

	SAIT
	500GB at 30MB/s
	1.2TB at 78MB/s


Looking at this list the LTO-4 provides a data transfer rate more than twenty four times faster than the current DLT7000 drives and over ten times the storage capacity. 

With this kind of upgrade in speed it would be possible to replace all existing libraries with a single backup solution like the Dell PV TL2000, Single LTO-4 drive 24 slots with accessories for a total storage capacity of 19.2 TB of storage. Total cost with media of $10,440.00 which includes enough tape to maintain existing rotation needs.
This solution answers almost all of the existing problems but still has the inherent problem of tape, errors. These errors can cause incomplete backups or unusable restore media and would still be a factor in our operation.
3.2   Virtual Tape Library 
With the continuing drop cost per GB of disk storage we now have the option of backing up live data to another disk subsystem rather than tape. This technology is also known as a “Disk to Disk” (D2D) backup. D2D backups can take many forms; one form of this strategy is called Virtual Tape Technology (VTL). “Virtual Tape technology makes the disks appear to function just like a traditional tape library, which makes it convenient for users, with even the slowest disk subsystem offering higher throughput than most tape backups, backup time is cut. Further since all current data resides on the local disk device restoration can be performed without the need to retrieve offsite tapes, further reducing the time required to restore data. “(Jin, 2004)
Implementation of a system such as this would require the purchase a disk subsystem like a Dell PowerVault model MD100 costing about $7,789.00 this price includes ten 750GB SATA Drives for a total of 7.5TB of storage. These drives have a rated transfer rate that is specified at 300 MB/S. This rate is thirty times the transfer rate of our existing DLT7000 backup drives and even faster than the fastest available tape drives available. To implement the solution all we need to do is attach it to our existing backup server, configure and utilize our existing backup software.
Now this solution answers all the issues posed such as the need for more speed, more capacity and reliability. Additionally it allows for easier and faster restores by having the backups on site but it does create a new problem. It does not have any way for the backups to be moved offsite to protect against site wide catastrophe. 
3.3     Disk to Disk to Tape
Disk to Disk to Tape (D2D2T) is a hybrid between traditional tape backup and Disk to Disk backup. Here we use the Disk to Disk or Virtual Tape Library to do the actual backup and use the tape subsystem to create a copy of the backups contained on the Virtual Tape Library. These copies are then available for long term off site storage and thereby solve the one issue of the Virtual Tape Library, the ability to move the backup’s offsite to protect against site wide catastrophe. 

The problem with the Disk to Disk to Tape solution is the expense. Setting it up would require the purchase of the storage subsystem and a tape subsystem.  Advantage is of course that the movement from disk to tape would occur during normal working hours and would not have any time window associated with the copy process. 

4    Recommendations
My opinion after reading all the recommendations from vendors is to go with the Disk to Disk to Tape solution (D2D2T). This would be a complete replacement of the existing infrastructure. Elimination of the six existing libraries and drives would save nearly nine thousand dollars a year in maintenance costs. Fifteen hundred in license renewal fees for backup software.  It would reduce the number of replacement tapes necessary per year by twenty five hundred dollars. It also would save one storage container per week going offsite. 
	Cost savings features
	Qty
	Cost
	Total

	Tape libraries maintenance costs/yr
	6
	$1,500.00
	$9,000.00

	Replacement tapes
	50
	$50.00
	$2,500.00

	Reduction in software licenses
	5
	$300.00
	$1,500.00

	Storage containers necessary
	1
	$1,560.00
	$1,560.00

	Annual Savings
	
	$14,560.00


To implement the solution we need to make investments in new equipment as noted earlier. Specifically the following equipment needs to be purchased. 
Equipment costs
	Item
	Qty
	Cost
	Ext

	Top of Form

PowerVault MD1000 External Storage Array, SAS and SATA supportBottom of Form
	1
	2,598
	$2,598.00

	Top of Form

750GB 7.2K RPM Universal SATA 3.5-in Hot Plug Hard Drive Bottom of Form
	10
	$499.00
	$4,990.00

	Top of Form

PERC 6/E SAS external RAID adapter, 256MB, for MD1000Bottom of Form
	1
	$799.00
	$799.00

	Top of Form

SAS cable, 1 meterBottom of Form
	1
	$30.00
	$30.00

	Top of Form

3Yr SILVER ENTERPRISE SUPPORT 24x7 4hr 3yearBottom of Form


	1
	$1,599.00
	$1,599.00

	
	
	
	$10,016.00

	
	
	
	

	Item
	Qty
	Cost
	Ext

	Top of Form

PowerVault TL2000, 2U Library, LTO3-60 Half-Height, 1 SAS DriveBottom of Form


	1
	$5,600.00
	$5,600.00

	Top of Form

PowerVault TL2000, 2U Library, LTO4-120, 800GB/1.6TBBottom of Form
	1
	$1,600.00
	$1,600.00

	Top of Form

SAS 5/E HBA, PCI-Express, 2X4Bottom of Form


	1
	$199.00
	$199.00

	Top of Form

SAS cable, 4 meterBottom of Form


	1
	$70.00
	$70.00

	Top of Form

Tape Media for LTO4-120Bottom of Form


	50
	$112.10
	$5,605.00

	Top of Form

LTO4-120 Tape Labels, 61 to 120Bottom of Form


	1
	$49.00
	$49.00

	Top of Form

3Yr SILVER ENTERPRISE SUPPORT: 7x24 HW/SW, NBD Onsite Bottom of Form


	1
	$499.00
	$499.00

	Top of Form

Symantec Backup Exec v11d Multi-Server SuiteBottom of Form


	1
	$699.00
	$699.00

	
	
	
	$14,321.00


So for $24,337.00 we are able to bring our backup capability from 30 hours down to approximately 1 hour.

This solution answers all the issues we raised earlier about our current configuration. 
· Further expansion of server farm is going to require either additional backup equipment or expansion of backup window to accommodate expected growth.

By backing up to the Virtual Tape Library (VTL) we are increasing our backup speed by 300% potentially reducing our backup window from 30 hours to 1 hour.  
· The nature of tape media is error prone. Errors typically result in incomplete backups or unusable restore media. 

By moving backups primarily to disk media we are eliminating potentially most of the tape errors from our backup scheme. Tape recovery would be relegated to site wide catastrophe recovery only. Tapes would be generated during normal business hours when staff is on hand to deal with problems and verification would be an option to ensure viable recovery media.  

· Incomplete backups require either downtime during production time to rerun backup or forces noncompliance with established procedures. 

By moving to D2D backups 80% or better of existing backup issues would be eliminated.  Faster backups again would allow minimal interruption of systems in the event of backup re-runs. 

· Operationally each backup server is fully utilizing its available scheduling time. Failure of a drive forces backup window into production time for jobs residing on that server. 

One issue not adequately addressed here is the Single Point of Failure. This proposal is for a single array, single tape unit and a single backup server. Any of these could fail and cause failure of backups. Doubling the proposal would eliminate this issue.  
· Failure of a server requires rescheduling of all jobs on that server to another server extending those jobs into production time. 

Again with only on server there is no ability to reschedule jobs until repair / replacement is achieved. With elimination of Single Point of Failure we would have a backup window half of what this proposal calls for. Rescheduling would be possible with dual backup solutions installed.  

· Desire for business units increase production time is a further constraint on backup window availability. 
After implementation backup windows would be 10% of what they are today. Although we cannot give business units 100% availability this solution gives them nearly 99% system availability.

5    Capital Budget Request


Unitrin Data Systems therefore requests board approval on a capital budget of $48,674.00 for a complete Disk to Disk to Tape (D2D2T) solution. This solution effectively answers all the business units’ needs, it will eliminate the Single Point of Failure, solves multiple problems from an operations point of view and allows the company to continue to grow the business, the server farm, and the data needed therein.   


Appendix A: Tape Drive Transfer rate/Capacity

Compressed Capacity & Transfer Rate

	

	LTO-4
	800GB at 120MB/s (864GB per hour)
	1.6TB at 240MB/s

	HP Ultrium 1840
	800GB at 120MB/s
	1.6TB at 240MB/s

	HP Ultrium 960
	400GB at 80MB/s
	800GB at 160MB/s

	HP Ultrium 460
	200GB at 30MB/s
	400GB at 60MB/s

	HP Ultrium 230
	100GB at 15MB/s
	200GB at 30MB/s

	IBM LTO-4
	800GB at 120MB/s
	1.6TB at 240MB/s

	IBM LTO-3
	400GB at 80MB/s
	800GB at 160MB/s

	IBM LTO-2
	200GB at 35MB/s
	400GB at 70MB/s

	IBM LTO-1
	100GB at 15MB/s
	200GB at 30MB/s

	Quantum LTO3
	400GB at 245GB/hr
	800GB  at 490GB/hr

	Quantum LTO3 HH
	400GB at 68MB/s
	800GB at 90MB/s

	Quantum LTO2
	200GB at 123GB/hr
	400GB at 245GB/hr

	Quantum LTO2HH
	200GB at 94GB/hr
	400GB at 144GB/hr

	Tandberg Data LTO4 FH
	800GB at 120MB/s
	1.6TB at 240MB/s

	Tandberg Data LTO3 FH
	400GB at 80MB/s
	800GB at 160MB/s

	Tandberg Data LTO3 HH
	400GB at 60MB/s
	800GB at 120MB/s

	Tandberg Data LTO2 HH
	200GB at 24MB/s
	400GB at 48MB/s

	Tandberg Data LTO1 HH
	100GB at 16MB/s
	200GB at 32MB/s

	Certance LTO-1
	100GB at 960MB/min
	200GB at 1920MB/min

	DLT-S4
	800GB at 60MB/s
	1600GB at 320MB/s

	SDLT 600
	300GB at 36MB/s
	600GB at 72MB/s

	SDLT 320
	160GB at 16MB/s
	320GB at 32MB/s

	SDLT 220
	110GB at 11MB/s
	220GB at 22MB/s

	DLT 8000
	40GB at 6MB/s
	80GB at 12MB/s

	DLT V4
	160GB at 10MB/s
	320GB at 20MB/s

	DLT1
	40GB at 3MB/s
	80GB at 12MB/s

	DLT-VS160
	80GB at 8MB/s
	160GB at 16MB/s

	DLT-VS80
	40GB at 3MB/s
	80GB at 6MB/s

	DLT 7000
	35GB at 5MB/s
	70GB at 10MB/s

	DLT 4000
	20GB at 1.5MB/s
	40GB at 3MB/s

	DLT 2000XT
	15GB at 1.25MB/s
	30GB at 2.5MB/s

	1120 ½" Enterprise Tape Drive
	3592-EO5
	500GB/1.5TB; 100MB/260MB per sec.

	3592 ½" Enterprise Tape Drive
	J1A/J70/C20
	300GB/900GB; 40MB/120MB per sec.

	3590 ½" Enterprise Tape Drive
	B1A/E1A/H1A-Library, B11/E11/H11-Rack  
	600GB/1,200GB/1,800GB; 14MB/42MB per sec.

	AIT-5
	400GB at 24MB/s
	1.04TB at 62.4MB/s

	AIT-4
	200GB  at 24MB/s
	520GB at 62.4MB/s

	AIT-3
	100GB at 12MB/s
	260GB at 31.2MB/s

	AIT-2
	50GB at 6MB/s
	130GB at 12MB/s

	AIT-1
	35GB at 4.0MB/s
	90GB at 10.4MB/s

	SAIT
	500GB at 30MB/s
	1.2TB at 78MB/s

	SLR100
	50GB at 18GB/hr
	100GB at 36GB/hr

	SLR60
	30GB at 14GB/hr
	60GB at 28.8GB/hr

	SLR50
	25GB at 7.2GB/hr
	50GB at 14.4GB/hr

	SLR7
	20GB at 10.8GB/hr 
	40GB at 21.6GB/hr

	SLR5
	4GB at 380KB/s
	8GB at 560KB/s

	SLR4
	2.5GB at 300KB/s
	2.5GB at 600KB/s

	SLR3
	1.2GB at 300KB/s
	 

	VXA-2
	80GB at 21GB/hr
	160GB at 42GB/hr

	VXA-1
	33BG at 10GB/hr
	66BG at 20GB/hr


(SunStar, 2007)
Appendix A: IDE/SCSI Drive Transfer rate/Capacity
IDE transfer rates
	IDE UDMA mode 2 (UDMA/33)
	33.3 MB/s

	IDE UDMA mode 3
	44.4 MB/s

	IDE UDMA mode 4 (UDMA/66)
	66.6 MB/s

	IDE UDMA mode 5 (UDMA/100)
	100 MB/s

	IDE UDMA mode 6 (UDMA/133)
	133 MB/s


 (Torres,2004)

SCSI transfer rates
	Standard-Defined Bus Speed
	Common Signaling Speed Name
	Clock Speed (MHz)
	Clocking
	Transfer Rate (Mtransfers/s)
	Throughput (MB/s)

	
	
	
	
	
	Narrow (8-bit)
	Wide (16-bit)

	SCSI-1
	"Regular"
	5
	Single
	5
	5
	--

	Fast
	"Fast"
	10
	Single
	10
	10
	20

	Fast-20
	"Ultra"
	20
	Single
	20
	20
	40

	Fast-40
	"Ultra2"
	40
	Single
	40
	40
	80

	Fast-80(DT)
	"Ultra3" or "Ultra160"
	40
	Double
	80
	--
	160

	Fast-160(DT)
	"Ultra320"
	80
	Double
	160
	--
	320


(Eugene,2007)
	Interface 
	PATA 
	SATA (3.5 inch) 
	Parallel SCSI 
	FC 
	SAS (3.5 inch)

	Rotation Speed
	7200RPM
	7200RPM
	10,000RPM
	10,000RPM
	15,000RPPM

	 
	 
	 
	15,000RPM
	15,000RPM
	 

	Data Transfer
	100MB/s
	 300MB/s
	320MB/s
	200MB/s 
	300MB/s

	 
	300MB/s
	(600 planned)
	 
	400MB/s
	 

	
	
	
	
	
	

	
	Parallel (PATA)
	
	
	

	
	Serial ATA (SATA)
	
	
	

	
	Parallel SCSI
	
	
	

	
	Fiber Channel (FC)
	
	
	

	
	Serial Attached SCSI (SAS)
	
	
	


(Elliot, 2003)
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Magnetic tape has long been used to backup computer information, customarily during dedicated, low use, ‘overnight windows’ when tape backup programs could be run without interfering with user applications. Over time these windows have shrunk to near non-existence due to the globalization of business through its use of the Internet and the World Wide Web. While tape system speeds have accelerated and tape capacities have increased, they have not keep pace with the demand for shorter backup windows, quicker restoration requirements, and the rapidly escalating volume of disk drive data being backed up.





(Hughes, 2004)





Hybrid RAID-tape-library storage system for backup


Virtual tape technologies combine the traditional backup methodology with the disk drive technology to create a disk-based library that acts as a tape library. In concert with the traditional backup software from vendors, the virtual tape libraries write data to a disk in current tape formats. Because the disk is used rather than tape, data can be backed up at channel speeds many times faster than with a tape and also recovered more quickly. 


(Zeng et al, 2005)








D2D Frequently Asked Questions


A typical Tape speed is between 5MB/sec and 20MB/sec. A typical NAS Speed (medium file size writes) is between 15MB/sec and 60MB/sec. A typical RAID Speed (write sequential) is between 50MB/sec and 200MB/sec. Based on these numbers the window backup time ratio between 


Tape : NAS : DAS 


is 1:3:10.


(IQSS,2007)





Beyond Backup: Disk-to-Disk Backup Comes of Age


An organization’s data is its lifeblood, and protecting that data is a strategic activity for information technology professionals. Backup is no longer a tactical housekeeping issue; it has become the focus of risk-management strategies that encompass data availability, data retention, compliance, data discovery, and data security. Not only is the backup environment becoming more complex, the amount of data to be backed up is growing exponentially and the risks associated with data loss are becoming ever more punitive.


(Fore, Lyons, & Trahan, 2007)





Definition of: 


Single point of failure �


Using one device or communications line to perform a function. 


In order to ensure continuous operation, two or more devices or lines are used. 


Any computer or communications system that contains only one component to do a job creates a single point of failure. 


If that single component fails, there is no alternate one to take its place.


(PCMag, 2008)





No sensible decision can be made any longer without taking into account not only the world as it is, but the world as it will be.”	  Isaac Asimov
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